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Accessing an application process. 
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The application process making a system call to a library of the 
computer system for a resource, establishing a requesting thread. 
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The library sending a request message to a local security filter. 

305 




f 



The local security filter validating the requesting thread and the 
request and returning a digital signature that uniquely identifies 
the requesting thread to the application process. 
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The application process making a system call to a kernel of the 
computer system wherein the kernel validates the requesting 
thread ID and the requesting thread request before allowing 
access to the resource by making sure they match what the 
security filter approved. 
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Accessing a resource request associated with an application. 
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Routing the resource request to a security filter, the security filter 
comprising a validation secret. 
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The security filter validating the resource request and generating a 
first check value associated with the resource request using the 

validation secret. 
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Routing the resource request to a system kernel wherein the 
system kernel comprises the validation secret. 
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The system kernel generating a second check value associated 
with the resource request based on the validation secret. 
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Allowing access to the resource if the first check value and the 
second check value match. 
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